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Abtract: Rainbow tables are pre-computed correspondence tables used in cybersecurity to
recover passwords and sensitive information. This article explains in detail the concept of
rainbow tables, how they work, what capabilities attackers have, and effective defenses against
these attacks — in particular, the use of "salts" and strong, slow hash functions. The article
explains the dangers of storing passwords in plain text through an example: if a system stores
passwords without hashing or with a weak hash algorithm, an attacker can easily take over the
database and break into accounts. Rainbow tables, on the other hand, provide much faster results
by pre-computing a large number of passwords and their hashes, and then searching the table for
the target hash; this significantly reduces the computation time compared to brute-force methods.
The article also describes two types of salting — static and dynamic — and discusses their
advantages and limitations, as well as what can happen if the salt is compromised. It also
provides practical recommendations on using modern KDF (key derivation function) such as
Argon2, berypt and scrypt, using pepper, strengthening password policies, encrypting files and
adding additional layers of protection such as multi-factor authentication (MFA). The article also
clearly shows the consequences of an attack - password cracking, data disclosure and credential
stuffing, which increases the responsibility for protecting information systems.

Keywords: Rainbow table attack, Salting, Argon2 / berypt / scrypt, password security, credential
stuffing, multi-factor authentication, data breaches, brute-force and offline attacks, static and
dynamic salting, password policy and migration.

AnHoTamusi: PagyxHbie TaOMMIBI — 93TO TPEIBAPUTEILHO BBIYUCICHHBIC —TaOIHUITBI
COOTBETCTBUH, HCIIOJNb3yeMble B KHOEpOE30MacHOCTH [IJIsi BOCCTAHOBIIGHUS Mapoiied u
KOH(QUICHIMATLHOW uWHpopManuu. B 3Toil cTarbe mNOAPOOHO OOBSACHSACTCS KOHIICTIIIUS
pany>XHbIX TaOJIUIL, TPUHLHUIIBI UX PAOOTHI, BO3SMOXKHOCTU 3JIOYMBIIUICHHUKOB U () ()eKTUBHBIC
METOJIBI 3alIUTBI OT OTUX aTaK, B YaCTHOCTH, HCIIOJIB30BAHUE «COJEH» M CTOWKHX, HO
MeJIEHHBIX Xenl-pyHkuuii. B cratbe Ha nmpuMepe 0OBACHSAIOTCSA OMACHOCTH XpaHEHUs MapoJien
B BUJIC OTKPBITOTO TEKCTA: €CJIM CHCTEMa XPAHHUT Mapoji 0e3 XCIIMPOBAHUS WM CO CIaOBIM
QITOPUTMOM XEUTUPOBAHUS, 3JIOYMBIIIJICHHUK MOXET JIETKO MOJIYUYUTh TOCTYH K 0a3e NaHHBIX U
B3JIOMaTh Y4&THBIC 3amHcH. PaxyxHble TaONMIBL, C IPYroil CTOPOHBI, JAIOT Topaszao Ooiee
OBICTpBIE pe3yNbTaThl Onarogaps NpPeABAPUTEIHLHOMY BBIYMCICHUIO OOJBIIOTO KOJIHYECTBA
napoJyieil U MX XeHI-3HaYeHWH, a 3aTeM IOMCKY B TaOJIMIE LEIEBOTO XeIla; 3TO 3HAYUTEIHHO
COKpAIl[aeT BpeMsl BRIYMCIICHUI 110 CPAaBHEHHIO C METOJIaMU IOJIHOTO nepedopa. B cratbe Takxke
OIMCHIBAIOTCS J[BA THUIIA «COJM» — CTAaTWYEeCKass W JUHAMHYECKAas — W OOCYKIAIOTCS HX
MPEUMYILECTBA U OTPAaHUYCHHUS, & TAK)KE BO3ZMOXKHbBIE MOCIIEICTBUS KOMIPOMETAIIMH «COIn». B
CTaThe TAKXKE JIaHBl MPAKTHYECKHE PEKOMEHIAINU IO HUCIOJb30BaHUI0 coBpeMeHHBIX KDF
(pynkumii popmupoBaHus KiIrOUe), TaKMX Kak Argon2, berypt u scrypt, ucnosias3oBanuto Pepper,
YCHJICHUIO TOJUTHK TapoJieid, mudpoBaHuto (aiioB u J0OABICHUIO JTONOJHUTEILHBIX YPOBHEH
3alUThl, TaKUX Kak MHorodakrtopHas ayreHTudukamus (MFA). B crarbe Takke HariasgHo
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IIOKa3aHbl IIOCJIEACTBUS aTaKW — B3JIOM I1ApOJIEH, PACKPBITHE JAHHBIX W IIOJAMEHA YYETHBIX
JAHHBIX, YTO MOBBIIIAET OTBETCTBEHHOCTH 32 3aIIUTY HH()OPMAITMOHHBIX CUCTEM.

KiroueBbie cioBa: ATaka ¢ MOMOIIBIO PATyKHBIX TAaOJHII, «COiby, Argon2 / berypt / scrypt,
0€30MacHOCTh TapoJiei, MOJCTAaHOBKA YUYCTHBIX IaHHBIX, MHOTO(AKTOpHAs ayTeHTH(UKAIWS,
YT€UKH JaHHBIX, aTaKd METOIOM IMojadopa W OQuiaifH-aTakd, CTATHUYECKOE W JMHAMHYECKOE
«COJIbY, MOJUTHKA MAPOJICH U MUTPAIIHS.

Annotatsiya: Kamalak jadvallari (rainbow tables) kiberxavfsizlik sohasida parollar va maxfiy
ma'lumotlarni qayta tiklash uchun ishlatiladigan oldindan hisoblangan moslik jadvallaridir.
Ushbu maqola kamalak jadvallari tushunchasini, ular qanday ishlashini, hujumchilar ganday
imkoniyatlarga ega bo‘lishini va ushbu hujumlarga qarshi samarali himoya choralari — ayniqgsa
"tuzlash" (salt) va kuchli, sekin xesh-funksiyalardan foydalanish — hagqida batafsil tushuntiradi.
Matnda oddiy matnda parol saqlashning xavfi misol orqali ochib berilgan: agar tizim parollarni
xesh gilmasdan yoki zaif xesh algoritmi bilan saqlasa, hujumchi ma'lumotlar bazasini egallab,
hisoblarni osongina buzishi mumkin. Kamalak jadvallari esa oldindan ko‘p sonli parollar va
ularning xeshlarini hisoblab, keyinchalik maqsadli xeshni jadvalda qidirish orqali ancha tez
natija beradi; bu esa qo‘pol kuch (brute-force) usuliga nisbatan hisoblash vagqtini sezilarli
darajada kamaytiradi. Shu bilan birga, maqolada tuzlashning ikki turi — statik va dinamik —
ta'riflangan, ularning afzalliklari va cheklovlari, hamda tuz ochib berilganda ham nima sodir
bo‘lishi mumkinligi muhokama qilingan. Shuningdek, Argon2, berypt va scrypt kabi zamonaviy
KDF (key derivation function) ishlatish, pepper qo‘llash, parol siyosatini kuchaytirish, fayllarni
shifrlash va ko‘p faktorli autentifikatsiya (MFA) singari qo‘shimcha himoya qatlamlari haqida
amaliy tavsiyalar berilgan. Maqola hujum ogqibatlari — parolni buzish, ma'lumotlarning oshkor
bo‘lishi va hisoblarni to‘ldirish (credential stuffing) kabi xatarlarni ham aniq ko‘rsatadi, bu esa
axborot tizimlarini himoya qilish bo‘yicha javobgarlikni oshiradi.

Kalitli so’zlar: Rainbow table hujumi, Tuzlash (salt), Argon2 / berypt / scrypt, parol xavfsizligi,
credential stuffing, ko‘p faktorli autentifikatsiya, ma'lumotlar buzilishi, brute-force va oflayn
hujumlar, statik va dinamik tuzlash, parol siyosati va migratsiya.

In cybersecurity, the Rainbow table attack is one of the most advanced methods used by
cybercriminals to crack passwords and confidential data. Understanding this technique is
essential for anyone tasked with protecting information systems. This article explores the
concept of the Rainbow table attack, its mechanisms of operation, consequences, and methods of
protection against it.

In this article, I want to explain what Rainbow tables are, how they are used to attack users, and
how we can prevent this attack.

Let me start the article with some interesting facts:

1) According to public data, 55% of Internet users use the same type of password for most
websites.
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2) There are more than 30% of websites that store your passwords in plain text, including well-
known sites like Google (Google has been storing some passwords in plain text for fourteen
years).

As we have seen, many users and some websites do not follow standard practices, which can
easily lead to a hacker gaining access to your account[1].

Let’s look at how a typical login process works. Let’s say a user has already registered on a
website where the password is stored in plain text. The next time the user visits the website and
enters their credentials, the following process occurs (Figure 1).

Admin/Adming123
L

Admin Admin@123

Figure 1. Plain text password scheme stored in a database.

As you can see in the image above, the user enters the credentials (username: Admin/password:
Admin@]123) and then the application checks the database to see if the credentials the user
entered match. If it matches, the user is authenticated, otherwise not[2].

For more security, we can hash the password before storing it in the database. Since we are
storing the hashed password in the database, it cannot be directly matched to the plain text
password entered by the user. So, we hash the password entered by the user and match the result
with the password in the database.

Hashing passwords provides some security, but hackers can attack the user using Rainbow
Tables (Figure 2).
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Rainbow Table

qwerty cfde2ca5188afb7bdd0651c7 gxl = By

pass@123 96d9632f363564cc30325214 DB

123456789 6627835f988e2c5e50533d49

Welcom@123 ¢75f28325cfa028eal3872f9 m
bigbasket 5cf3c4049d2934709af743183 admin c75f28325cfa028e313872f9
abcd1234 0834c2d60725ac5902257b3b

Figure 2. A simple scheme for attacking a user using Rainbow Tables.

Rainbow tables are pre-computed tables used in cryptography to crack passwords. They are
basically lists of commonly used passwords and their hashes.

There is a wealth of information about leaked passwords on the Internet. This can be used to
create a rainbow table[3].

First, an attacker gains access to password hashes from the target system (SQL injection attack,
etc.).

Rainbow table attacks are much more efficient than brute force attacks. This efficiency comes
from the fact that the computationally intensive process of hashing possible passwords is
performed ahead of time. Instead of computing the hash for each guess, the attacker looks up the
hash in a pre-computed rainbow table. This pre-computing dramatically reduces the time it takes
to crack passwords, especially passwords that are common or relatively short[4].

The consequences of a rainbow table attack include:

1) Password cracking: Once an attacker has access to clear-text passwords, they can gain
unauthorized access to sensitive data and systems.

2) Data breach: Compromised passwords can expose sensitive personal and organizational
information, leading to a large-scale data breach. Unauthorised data collection can occur when
compromised passwords give attackers access to sensitive databases, leading to the misuse of
personal or organizational data.

3) Credential stuffing: Attackers can use compromised passwords for credential stuffing attacks,
where they attempt to use the same password for different accounts, taking advantage of the
tendency of users to reuse passwords across multiple platforms[5].

283


http://www.internationaljournal.co.in/index.php/jasass
http://www.internationaljournal.co.in/index.php/jasass

o JOURNAL OF APPLIED
w SCIENCLE AND SOCIAL
N> o SUIENCE
—_ elSSN 2229-3113 pISSHN 2229-3205
Volume 15 Issue 10, October 2025
Impact factor: 2019: 4.679 2020: 5.015 2021: 5.436, 2022: 5.242, 2023:

6.995, 2024 7.75

Several measures can be taken to protect against rainbow table attacks:
1. Salted hashes

Salting involves adding a unique, random value to each password before hashing. This means
that even if two users have the same password, their hashes will differ due to the “unique salt.”
This approach makes pre-computed rainbow tables inefficient, as the attacker would have to
create a separate rainbow table for each unique salt value.

2. Strong hashing algorithms

Using strong, slow hashing algorithms such as berypt, Argon2, or scrypt can significantly
increase the difficulty of creating rainbow tables. These algorithms are designed to be
computationally intensive, making pre-computing difficult to do in practice.

3. Password policy

Implementing a strong password policy that requires complex, long passwords can reduce the
risk of successful rainbow table attacks. Complex passwords are less likely to be found in pre-
computed tables.

4. Encrypt Files

Encrypting files is another important step to ensure the security of sensitive data, even if
passwords are compromised.

5. Multi-Factor Authentication (MFA)

Implementing multi-factor authentication adds an extra layer of security. Even if an attacker
manages to crack a password, a second factor will still be required to log in[10].

6. Encrypted Email Services

Switching to encrypted email platforms like Atomic Mail can help keep sensitive data safe, even
if attackers try to use weak passwords. Encrypting your emails adds an extra layer of protection,
protecting sensitive data from being intercepted or compromised.

7. Update passwords regularly

Encouraging users to change their passwords regularly can reduce the risk of rainbow table
attacks. Changing passwords frequently limits the amount of time a compromised password is
useful to an attacker[6,7].

The first of these protection mechanisms is the most widely used and is considered more
effective than the others, so let’s take a closer look at this mechanism.

A solution to prevent the Rainbow Table attack is called “salting.” Salting is the process of
adding a random string of characters to a password before hashing it. For example, if your
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password is Admin@123 and the salt is $Do0Ap#1, the hash result of “Admin@123$Do0Ap #1”
(‘Admin@123’) would be stored in the database instead of hashing it[8].

While this may be a commonly used password, adding a random salt turns it into a different
string, making it harder for an attacker to crack the password (since he doesn’t know the random
salt).

Hashing
User Password Salt Added Algorithm Hashed Password + Salt

& [

Password Store

Figure 3. Mechanism for storing "salted" passwords.
There are two most common methods for implementing hashing on “salted” passwords.

The first method is static “salting”, where we have a single “salt” for all passwords, which we
combine with the password entered by the user, then hash it and store it in the database. Even for
common passwords, the hash will be different because we have added a “salt” to the password[9].

But the question arises, what if an attacker has access to and reads this “salt”? The attacker can
recreate a new password hash by combining the salt in all the passwords.

The second method is dynamic “salting”. In dynamic “salting”, we have a separate salt for each
user. The “salt” is stored in the database for each user. When the user logs in, the dynamic “salt”
for the user is retrieved and combined with the password entered by the user. It is then hashed
and compared to the hashed password in the database.

The question remains what if an attacker has access to the password and the dynamic salt. Even
if the attacker has this information, he will have to recalculate the Rainbow Table for each user.

Let’s say the attacker has a Rainbow Table with 10 million entries. Now, to match a single row,
he has to take the salt, combine the 10 million entries, and then calculate the hash for it. With
this step, he can only crack one password. This step has to be repeated for each user’s password.
This is a very expensive and time-consuming operation, making it difficult for an attacker to
crack the password.

Salting is a simple but effective way to prevent rainbow table attacks. Therefore, salting is
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recommended as a best practice for storing passwords securely in databases.

Rainbow table attacks are part of modern threats, and their effectiveness depends on weak
password practices and poor storage methods in systems. This article presents important
conclusions: first, storing passwords in plain text or with fast hash algorithms compromises the
security of the entire system and increases the possibility of attacks using rainbow tables; second,
creating a pre-computed table when a unique and random salt is stored separately for each user is
economically unprofitable, since the attacker would have to perform separate calculations for
each record; third, however, a single salt (static salt) or short/predictive salts do not stop the
attack, because if the attacker knows this salt, he can use the tables to adapt. Therefore, it is
important to combine security layers: using slow and memory-intensive KDFs such as Argon2,
berypt or scrypt makes offline attacks more expensive, while pepper (server secret key) provides
additional protection even in the event of database theft. Additional measures — a strong
password policy, regular password updates, two-factor authentication, and encryption —
increase the level of protection for user data. Ultimately, a practical recommendation for
organizations is to ensure security through several robust layers, rather than relying on just one
method: proper configuration, constant monitoring and updating of modern KDF parameters, and
rapid response and user notification in the event of an incident. This approach allows you to
effectively protect systems from attacks that are as powerful as rainbow tables, but are effective
under specific conditions.
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